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The GSMA’s Coordinated Vulnerability Disclosure Programme Panel of Experts (CVD PoE) has recently reviewed a vulnerability submission (CVD-2023-0079). Among other things, the submission highlights that an unnamed commercial GPRS network was found to be using a default IOV value at the start of each GPRS session thereby reducing the strength of GPRS encryption. Similar findings were uncovered over 12 years ago and led to CR030 being approved to 3GPP TS 44.064. GSMA CVD PoE has reviewed the text in 3GPP TS 44.064 and believes that further improvements could be made to clarify the importance of randomising the IOV. GSMA CVD PoE kindly ask 3GPP CT1 to consider improving the text in 3GPP TS 44.064 to make it even clearer that random IOV values must be used, and kindly ask 3GPP SA3 to consider improving the text in 3GPP TS 43.020 Annex D.4.6 to make it clear that the initial INPUT value determined by the network must be randomly generated for every new GPRS session and after the encryption key is changed.
Next CVD Meeting:-
· Regular fortnightly calls. 
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